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The months since Sandy Hook have been a time of worry for educational 
facilities. While it’s important to learn from this terrible tragedy, it’s even more 
critical not to focus worries exclusively on school shootings — while horrific, they 
are also very rare. Instead, focus on a comprehensive, all-hazard (e.g., severe 
weather, bomb threats, etc.) school crisis plan that will help keep your students 
and staff safer.

The United States Department of Education (DOE) recommends that your plan 
cover the following:

1. Prevention/Mitigation
Assess vulnerable areas in school buildings and grounds and the community. 

Start with your district’s crisis plans, if applicable. Customize the plan to 
reflect the unique needs of your school. 

Accommodate staff and student needs. Consider the mental, developmental, 
physical and sensory challenges of students and staff. Be aware of any potential 
language barriers. 

Ask for help from community resources. “Contact your local police, fire 
department and emergency management director,” recommended Michael 
Dorn, executive director of Safe Havens International Inc., a nonprofit school 
safety center. “Ask them to walk through your building to assess safety and 
security and have them observe and assess your safety drills.” 

“Build these relationships now — the local police shouldn’t be meeting the 
principal during a school-based emergency,” said Gregory Thomas, CEO of the 
Alan Thomas Security Group, a campus safety consultancy.

Provide a copy of your safety plan — including site maps — to all three groups. 

Document thoroughly. “If you’re ever involved in litigation, it will be critical to 
prove you worked with experts to develop your plan and took reasonable steps 
to mitigate risk,” Dorn said. 

Have your plan reviewed by school legal counsel and the risk 
management team at your insurance provider. 

Review at least annually. “I usually recommend reviewing at the 
beginning of the school year — plus anytime there’s either a local 
or national event that might impact best practices or procedures,” 
Thomas said.  

Four steps to an effective 
school crisis plan

(See Crisis plan, Page 2)
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Analyze your culture. “You can add physical tools like 
metal detectors, but they’re never going to be as effective 
as people talking to one another,” said Bill Bond, specialist 
for school safety at the National Association of Secondary 
School Principals. “Build trust between students and staff 
and create a feeling that we’re all in this together.”

Bond said studies show that when a student is going to 
commit a targeted act of violence, he or she has told another 
person 80 percent of the time. “There’s a code among teens 
not to ‘get a friend in trouble,’ but we have to show them 
that by telling someone, they are actually helping both the 
friend and the larger community.” 

2. Preparedness
Assign roles and responsibilities. Determine staff roles, 
keep a file of the plan in the school office and provide each 
staff member with a quick guide. Keep a log of how you 
distributed the plan and ensured that outdated versions 
were discarded.

Empower staff. “You never know who will be the first on the 
scene in the event of a threat,” Dorn said. “Employees must 
have your explicit permission to act when appropriate and 
must know how to respond to a variety of situations. Crisis 
simulations are a good way to practice and prepare.”

Develop procedures for lockdowns, evacuations and 
reverse evacuations. See Page 5 for more information. 

Regularly practice emergency drills and crisis exercises. 
“It’s better to practice 10 minutes once a month than  
two hours once a year,” Dorn said. “Regular practices train 
you to respond correctly, help you see what is and isn’t 
working and let you correct it.”

Practice can include tabletop exercises — in which staff and 
emergency responders talk through the plan and brainstorm 
problems and solutions — and partial and full practices. 

Hold monthly safety committee meetings and integrate 
safety into every staff meeting. “Don’t let safety take 
a back seat but be careful about inundating staff with 
information, emails, etc. That can backfire,” Thomas said.

Create a communication plan. Decide how you’ll 
share information within the school and with emergency 
responders. Determine which communication devices 
you’ll use, check that they work with those of emergency 
responders and ensure that staff has ready access to them 
at all times. Plan how you’ll communicate with families, the 
community and the media. 

Get needed equipment and supplies. Important 
items include master keys for emergency responders, 
communication tools (e.g., walkie-talkies), contact 
information for families, first-aid supplies, food and water. 
Some schools have a “crisis bag” for each teacher with a 

class roster, the quick reference guide, first-aid supplies, a 
flashlight and extra batteries. 

Plan for off-site sheltering. Make advance arrangements to 
stay in a nearby community center, business, church building 
or school if circumstances should require. Plan transportation 
for children and staff who can’t walk. 

Develop procedures for accountability and student 
release. Each classroom teacher should have an  
up-to-date roster of their students, and there should also 
be a complete list of staff. This will enable emergency 
responders to determine if people are still in the building. 
Establish a system for how children will be released and to 
whom. 

3. Response
Assess the situation and respond quickly. “The actions 
and the communications in the first 30 seconds often make 
all the difference,” Dorn said. “If a situation suggests that a 
lockdown should be implemented, don’t hesitate.” 

Notify first responders. It’s better to call for help 
immediately than to think you can handle a situation and find 
you can’t. 

Communicate with the outside world. Identify one person 
to manage the release of all information to the community 
and instruct the remainder of your staff to defer to them. 

Document everything. The DOE cautions schools to write 
down everything that occurred during the response and to 
recognize that all original notes and records are viewed as 
legal documents. 

4. Recovery
Build recovery into your plan. Decide in advance which 
staff will be responsible for which tasks and what outside 
resources you are likely to need.

Organize a crisis intervention team. This could include 
resources from the district or school and local experts  
(e.g., counselors trained in crisis recovery). 

Return to “business as usual” as quickly as practical. 
According to the DOE, creating a sense of normalcy by 
starting class helps students cope. 

Keep students, families and the community informed. 
Share steps the school has taken to help ensure safety. Keep 
language and cultural differences in mind when preparing 
materials.

Make building and grounds repairs. Assess damage and 
make any needed repairs as quickly as possible.

Assess emotional needs and provide counseling and 
stress management assistance. Recognize that people 
grieve in different ways and at different times. 

Evaluate your plan and update. What worked well and 
what didn’t? Use what you learned in this crisis to help you 
prepare for the next.
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Talking to students about violent events 
The probability of a child dying in school — by homicide or suicide — is less 
than one in a million, according to a report published by the U.S. Department 
of Education and the Secret Service. But that statistic may not be enough to 
reassure students in the aftermath of a school tragedy. Here are some tips for 
knowing how and when to address the issue.

Let students drive the discussion. “Some kids won’t even know that something 
happened, and there’s no reason to make sure they do,” said Adele Brodkin, 
certified school psychologist, author and senior child development consultant 
for Scholastic for 21 years. “If a number of children come to you individually, 
that might indicate the whole class wants to talk. Address the topic but use 
discretion.”

If your school is close to the site of a tragedy or students know someone affected 
by it, they’re more likely to be aware and concerned. 

Keep student age in mind. “Handle questions in an honest and reassuring 
way and don’t overload young children with too much information,” Brodkin 
said. “Stress how very unusual something like this is and, in many cases, that the 
person who did it was very ill.”

Be prepared to answer questions about what your school is doing to prevent a 
similar event in an age-appropriate way. 

Connect with parents. In the event of a publicized incident, Brodkin 
recommended schools send home a letter with a brief survey asking how they  
can best help parents. Is a meeting necessary? Would they like information to 
share with their children? “Talk one-on-one with parents at pickup time to get a 
sense of their needs,” Brodkin said. 

Make counseling resources available if needed. Again, proximity or personal 
connections are likely to drive a higher demand for counseling. “The average 
school counselor probably doesn’t have the expertise to address this issue,” 
Brodkin suggested. “Find a resource with special training and experience before 
a tragedy occurs to ensure they will be on hand when needed.”

Encourage students to ask adults for help. “Build relationships and urge kids 
to come to you if someone makes them feel uneasy or they see someone in 
the building who doesn’t seem to belong,” Brodkin said. “Let them hand their 
worries over to you.”

Older students might be more comfortable having an anonymous way to share 
information. “If you have six kids saying they’re all concerned about a certain 
person’s behavior, don’t assume that there’s a problem but do investigate,” 
Brodkin recommended.

More for your school online
Church Mutual has been dedicated to protecting 
religious organizations — including schools — since 
1897. In that time, we’ve learned quite a bit about 
keeping your staff, students and visitors safe and 
your buildings intact.

I encourage you to not only subscribe to this  
Risk Reporter, our newest safety publication for 
schools, but also to take a look at our website,  
www.churchmutual.com.

There, you’ll find a library full of resources to help 
make your school a safer place — all of which are 
available to our customers at no cost. Our library 
grows often, so make sure to check back for new 
information that can help your school.

Our Self-Inspection Safety Checklist for Educational 
Facilities — a particularly popular resource — covers 
a wide range of risk management concerns for your 
school, making it ideal for administrators, building 
managers and other staff. Your building manager 
can use the checklist to inspect your facilities and 
mechanical equipment for safety and functionality. 
Your administrator or human resources personnel 
will find helpful information about pre-employment 
screening procedures. And your kitchen staff will find 
great tips about safe food handling.

If there is a safety topic that we haven’t covered in 
our library, we welcome your suggestions. Please 
email them to riskmanagement@churchmutual.com 
or submit them through the feedback form on our 
Risk Reporter Web page.

To learn more about the insurance coverages and 
safety resources Church Mutual has to offer your 
school, contact us at (800) 554-2642 (select Option 1) 
or visit our website at www.churchmutual.com.

Edward A. Steele 
Risk Control Manager

Managing Your Risks
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During the Virginia Tech shooting in 2007 — the worst 
school shooting in U.S. history, with a death toll of 33 
including the gunman — most students and faculty 
didn’t learn that a shooting had occurred until  
two hours after the event. In the aftermath of that 
tragedy, colleges and universities made a concerted 
effort to install or upgrade their mass notification 
systems and improve their crisis communication plans.

Although there’s no universal standard for what 
constitutes a “mass notification system,” it’s typically 
defined as some level of a voice or Web-based alerting 
technology. A survey by Siemans, a manufacturer of 
these systems, estimates that 84 percent of campuses 
have a mass notification system of some kind.

This type of rapid communication tool can be critical to 
protecting staff, students and visitors in the event of a 
crisis on campus, but it’s not the only thing to consider.

Create a communication plan 
This should be overseen by the university’s 
communications department with input from a 
wide range of specialties, including student affairs, 
government relations, administration, emergency 
management and whichever offices on campus oversee 
services to disabled students and staff. 

Study the requirements of the 
Jeanne Clery Act 
This federal law requires colleges and universities in 
the U.S. to disclose information about crime on and 
around their campuses. Colleges and universities must 
issue timely warnings about Clery Act crimes that pose 
a serious or ongoing threat to students and employees 
and inform the campus community about a “significant 
emergency or dangerous situation involving an 
immediate threat to the health or safety of students or 
employees occurring on the campus.” 

Identify your audiences 
These will include students, faculty and staff, parents, 
the community, the media and government officials. 

Use multiple channels 
Typical communication channels include text 
messaging, Facebook, Twitter, emails, audio alerts  
and LED displays on signboards around campus.

“We have 60,000 people on our campus every day,” 
said Nick Crossley, CEM, ABCP, CPM, manager for 
emergency management and mission continuity at the 
University of California, Davis. “We use every channel 
available and actively encourage people to spread 
the word. If you notice a text message warning of a 
problem on campus, don’t assume that everyone’s seen 
it — walk through your building and let people know.”

At UC Davis, the communication system pulls emails 
and telephone numbers from the campus directory 
to reach students, staff and faculty. “We encourage 
people to make sure they’re registered to receive 
communication updates,” Crossley said. “It requires the 
best efforts of both the university and the individual to 
make sure that information is disseminated.”  

Identify a spokesperson 
In advance of a crisis, choose spokespeople to  
address the media, students, parents, etc. Choose 
someone with knowledge and credibility in that  
area — for instance, the police chief is probably  
your best spokesperson for a public safety issue  
in conjunction with a representative from your  
school — and ensure that they are comfortable in  
this role and they receive media training. 

Create prepared statements for all 
incident types 
To speed notification, create a complete library of texts, 
emails and message board announcements that can be 
quickly customized in the event of an incident. 

Conduct regular testing of your 
notification systems
Crossley recommends testing at least annually.

Campus crisis 
communication 
plans
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Lockdowns are a critical element of schools’ safety 
plans, but exactly how and when to implement one can 
be a matter of debate. The following can help improve 
threat response. 

Don’t focus only on active shooters 
“If you’ve only discussed this type of incident, people 
think it’s extreme to start lockdown in other situations 
and often act too late,” said Michael Dorn, executive 
director of Safe Havens International Inc., a nonprofit 
school safety center. 

Incidents that should prompt a fast response include a 
person who’s threatening, out of control, has any kind of 
weapon or refuses to leave the building or respond to a 
request for identification. 

Base decisions on the type of threat 
“A school might think the threat is outside and only 
lock outer doors when the threat has actually moved 
inside before lockdown was fully implemented,” Dorn 
said. “Lock all perimeter and interior doors. In a ‘hard’ 
lockdown, children and staff move out of sight of 
windows and doors, and all movement and noise ceases; 
in a ‘preventive’ one, teaching and work continue.” 

Inspect your facility ahead of time 
“We’ve had many situations where schools realize 
too late there aren’t locks on a door, or the substitute 
teacher doesn’t have access to a room key,” Dorn 
warned. 

Brainstorm other ways to prevent an intruder from 
entering. “There might be simple steps you can 
take to make it harder to access your room,” said 
Marianne Alvarez, director of training and development 
for Response Options, a critical incident response 
training company. “A locked door won’t necessarily be 
enough.”

Practice 
Stress can cause people to act in illogical ways or 
freeze. Frequent exposure to a drill routine increases 
the likelihood that staff and students will be able to 
take action in a crisis. Run practice drills regularly and at 
different times of the day, so students know what to do 
on the playground and in the cafeteria, library or gym. 
Have drills with blocked access and other obstructions 
to force critical decision-making.

Hold staff-initiated drills 
A threat could come from anywhere, so it’s vital for 
staff to have experience assessing risk and deciding 
to implement a lockdown or evacuation. Instead of 
initiating all drills from the main office, have some start 
with staff in different areas of the school. 

Don’t use codes 
“Don’t say ‘Code Red.’ Say ‘Shooter with a gun in the 
west hallway,’” Alvarez said. “This gives everyone the 
information needed to make decisions about the next 
steps.”

Lock all classroom doors 
Some experts recommend schools consider this 
whenever class is in session. Remember that all rooms 
where adults work with students should have windows 
to help prevent accusations of abuse. 

Practice a wide range of drills 
Staff and students should have regular practice with 
lockdowns, evacuations, reverse evacuations (coming 
back into the building in an orderly fashion) and room 
clears (often used for a localized event like a medical 
emergency). 

Do counterattacks work? 
There is growing interest in learning how to counter an 
attack with distraction techniques. Some experts view 
this with dismay; others feel it can be an appropriate 
option. “Once a locked door or barricade has been 
breached, having people huddled together makes it 
easy for a shooter to kill many in a short time,” Alvarez 
said. “Our research shows it’s better to create chaos 
and distractions and evacuate as soon as possible.”

Dorn has done extensive research on the subject and 
believes that caution is critical. “Active contacts with 
shooters have led to deaths and prevented deaths. 
We’re concerned there is too much focus on this kind 
of situation. The risk of more commonplace incidents — 
such as severe weather, fires or bomb threats — is much 
higher. That’s what you should focus on most.”

More effective 
school  
lockdowns
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Armed security in schools has gained a 

lot of attention in the past few months. 

According to data analysis by USA Today, 

at present, 70 percent of public schools do 

not have a police officer on-site, nearly 

60 percent do not have security staff and 

schools with a police 

presence are typically 

large and urban. As 

more public and private 

schools investigate the 

use of armed security, 

there are a number of issues to consider. 

Risk Reporter spoke with Bill DeWeese, 

academy commander and program 

coordinator for the National Ranger 

Training Institute in Nelsonville, Ohio, 

and former deputy sheriff and police 

officer, to learn more. The institute is one 

of 11 agencies across the country that 

provides law enforcement training for 

seasonal rangers in national parks.
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Risk Reporter: If a school opts to use armed security, what credentials should 
that person have?
Bill DeWeese: Ideally, they should be a trained, professional law enforcement 
officer. An officer will have 400 to 800 hours at the academy, field experience 
with a mentor and annual refresher training. They will also be thoroughly 
screened — the average police officer has had a background investigation, a 
polygraph, medical tests, psychological screening and drug testing. An officer 
can be an active resource for the school. They’ll be able to tap into local 
resources and make referrals to the juvenile courts and social service agencies. 
Plus, if there is an incident, they’ll have the powers of arrest and the skills to 
conduct an investigation.

Risk Reporter: You spoke about the fact that officers learn to be situationally 
aware.
Bill DeWeese: Officers are trained to pick up on preincident indicators — things 
that don’t fit the norm and are potentially indicative of a problem. If someone’s 
been at a school for a while, they have a feel for what’s typical and are on the 
lookout for a break in patterns. 

Risk Reporter: Tell us more about weapons training.
Bill DeWeese: Shooting is a skill — a volatile skill that needs to be practiced 
regularly. When it comes down to an actual confrontation, 90 percent of what 
happens is mental. Law officers are trained to think quickly and act decisively. If 
they’re attacked, they’re aware of other people and strive to protect innocent 
bystanders. 

Risk Reporter: When considering armed security, how extensive should your 
team be?
Bill DeWeese: It’s a balancing act. Every officer wants the support of another 
one if there’s an incident, but you don’t want people with nothing to do. Each 
school should evaluate the role the officer plays — whether they’ll also help 
with developing programs, community outreach, etc. — and determine what 
makes sense.  

Risk Reporter: Any thoughts about the risks of having guns on school 
grounds?
Bill DeWeese: The risk of a campus being attacked is statistically very rare, plus, 
you can’t assume that having an armed officer on-site guarantees that bad 
things won’t happen. But an armed officer is like a fire extinguisher — better to 
have it and not need it than vice versa. Regardless, your decision of whether to 
have armed security at school should be reinforced by well-crafted policies and 
procedures and reviewed by your legal counsel.


